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CHAPTER
ONE

INTRODUCTION

1.1 What is Proxmox Backup Server?

Proxmox Backup Server is an enterprise-class, client-server backup solution that is capable of back-
ing up virtual machines, containers, and physical hosts. It is specially optimized for the Proxmox
Virtual Environment platform and allows you to back up your data securely, even between remote
sites, providing easy management through a web-based user interface.

It supports deduplication, compression, and authenticated encryption (AE). Using Rust as the im-
plementation language guarantees high performance, low resource usage, and a safe, high-quality
codebase.

Proxmox Backup uses state of the art cryptography for both client-server communication and
backup content encryption. All client-server communication uses TLS, and backup data can be en-
crypted on the client-side before sending, making it safer to back up data to targets that are not
fully trusted.

1.2 Architecture

Proxmox Backup Server uses a client-server model. The server stores the backup data and provides
an APl to create and manage datastores. With the AP, it's also possible to manage disks and other
server-side resources.

The backup client uses this APl to access the backed up data. You can use the
proxmox-backup-client command-line tool to create and restore file backups. For QEMU and
LXC within Proxmox Virtual Environment, we deliver an integrated client.

A single backup is allowed to contain several archives. For example, when you backup a virtual
machine, each disk is stored as a separate archive inside that backup. The VM configuration itself
is stored as an extra file. This way, it's easy to access and restore only the important parts of the
backup, without the need to scan the whole backup.

1.3 Main Features

Support for Proxmox VE
The Proxmox Virtual Environment is fully supported, and you can easily backup
virtual machines and containers.

Performance
The whole software stack is written in Rust, in order to provide high speed and
memory efficiency.

Deduplication
Periodic backups produce large amounts of duplicate data. The deduplication layer
avoids redundancy and minimizes the storage space used.
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Incremental backups
Changes between backups are typically low. Reading and sending only the delta
reduces the storage and network impact of backups.

Data integrity
The built-in SHA-256 checksum algorithm ensures accuracy and consistency in your
backups.

Remote sync
It is possible to efficiently synchronize data to remote sites. Only deltas containing
new data are transferred.

Compression
The ultra-fast Zstandard compression is able to compress several gigabytes of data
per second.

Encryption
Backups can be encrypted on the client-side, using AES-256 GCM. This authenti-
cated encryption (AE) mode provides very high performance on modern hardware.
In addition to client-side encryption, all data is transferred via a secure TLS connec-
tion.

Tape backup
For long-term archiving of data, Proxmox Backup Server also provides extensive
support for backing up to tape and managing tape libraries.

Ransomware protection
Protect your critical data from ransomware attacks with Proxmox Backup Server's fine-
grained access control, data integrity verification, and off-site backup through re-
mote sync and tape backup.

Web interface
Manage the Proxmox Backup Server with the integrated, web-based user interface.

Open source
No secrets. Proxmox Backup Server is free and open-source software. The source
code is licensed under AGPL, v3.

No limits
Proxmox Backup Server has no artificial limits for backup storage or backup-clients.

Enterprise support
Proxmox Server Solutions GmbH offers enterprise support in the form of Proxmox
Backup Server Subscription Plans. Users at every subscription level get access to
the Proxmox Backup Enterprise Repository. In addition, with a Basic, Standard or
Premium subscription, users have access to the Proxmox Customer Portal.

1.4 Reasons for Data Backup?

The main purpose of a backup is to protect against data loss. Data loss can be caused by both
faulty hardware and human error.

A common mistake is to accidentally delete a file or folder which is still required. Virtualization can
even amplify this problem, as deleting a whole virtual machine can be as easy as pressing a single
button.

For administrators, backups can serve as a useful toolkit for temporarily storing data. For example,
it is common practice to perform full backups before installing major software updates. If some-
thing goes wrong, you can easily restore the previous state.

Another reason for backups are legal requirements. Some data, especially business records, must
be kept in a safe place for several years by law, so that they can be accessed if required.
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In general, data loss is very costly as it can severely damage your business. Therefore, ensure that
you perform regular backups and run restore tests.

1.5 Software Stack

Proxmox Backup Server consists of multiple components:

+ A server-daemon providing, among other things, a RESTful API, super-fast asynchronous
tasks, lightweight usage statistic collection, scheduling events, strict separation of privileged
and unprivileged execution environments

+ AJavaScript management web interface
+ A management CLI tool for the server (proxmox-backup-manager)

+ A client CLI tool (proxmox-backup-client) to access the server easily from any Linux amdé4 en-
vironment

Aside from the web interface, most parts of Proxmox Backup Server are written in the Rust pro-
gramming language.

"The Rust programming language helps you write faster, more reliable software. High-
level ergonomics and low-level control are often at odds in programming language de-
sign; Rust challenges that conflict. Through balancing powerful technical capacity and a
great developer experience, Rust gives you the option to control low-level details (such
as memory usage) without all the hassle traditionally associated with such control.”

—The Rust Programming Language

1.6 Getting Help

1.6.1 Enterprise Support

Users with a Proxmox Backup Server Basic, Standard or Premium Subscription Plan have access to
the Proxmox Customer Portal. The customer portal provides support with guaranteed response
times from the Proxmox developers. For more information or for volume discounts, please contact
sales@proxmox.com.

1.6.2 Community Support Forum

We always encourage our users to discuss and share their knowledge using the Proxmox Commu-
nity Forum. The forum is moderated by the Proxmox support team. The large user base is spread
out all over the world. Needless to say that such a large forum is a great place to get information.

1.6.3 Mailing Lists

Proxmox Backup Server is fully open-source and contributions are welcome! Here is the primary
communication channel for developers:

Mailing list for developers
Proxmox Backup Server Development List

1.6.4 Bug Tracker

Proxmox runs a public bug tracker at https://bugzilla.proxmox.com. If an issue appears, file your
report there. An issue can be a bug, as well as a request for a new feature or enhancement. The
bug tracker helps to keep track of the issue and will send a notification once it has been solved.
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1.7 License

Copyright (C) 2019-2025, Proxmox Server Solutions GmbH
This software is written by Proxmox Server Solutions GmbH <support@proxmox.com>

Proxmox Backup Server is free and open source software: you can use it, redistribute it, and/or
modify it under the terms of the GNU Affero General Public License as published by the Free Soft-
ware Foundation, either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU Affero General Public License for more details.

You should have received a copy of the GNU Affero General Public License along with this program.
If not, see AGPL3.

1.8 History

Backup is, and always has been, a central aspect of IT administration. The need to recover from
data loss is fundamental and only increases with virtualization.

For this reason, we've been shipping a backup tool with Proxmox VE, from the beginning. This
tool is called vzdump and is able to make consistent snapshots of running LXC containers and KVM
virtual machines.

However, vzdump only allows for full backups. While this is fine for small backups, it becomes a
burden for users with large VMs. Both backup duration and storage usage are too high for this case,
especially for users who want to keep many backups of the same VMs. To solve these problems,
we needed to offer deduplication and incremental backups.

Back in October 2018, development started. We investigated several technologies and frameworks
and finally decided to use Rust as the implementation language, in order to provide high speed and
memory efficiency. The 2018-edition of Rust seemed promising for our requirements.

In July 2020, we released the first beta version of Proxmox Backup Server, followed by the first
stable version in November 2020. With support for encryption and incremental, fully deduplicated
backups, Proxmox Backup offers a secure environment, which significantly reduces network load
and saves valuable storage space.
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CHAPTER
TWO

INSTALLATION

Proxmox Backup is split into a server and client part. The server part can either be installed with a
graphical installer or on top of Debian from the provided package repository.

2.1 System Requirements

We recommend using high quality server hardware when running Proxmox Backup Server in pro-
duction. To further decrease the impact of a failed host, you can set up periodic, efficient, incre-
mental datastore synchronization from other Proxmox Backup Server instances.

2.1.1 Minimum Server Requirements, for Evaluation

These minimum requirements are for evaluation purposes only and should not be used in produc-
tion.

+ CPU: 64bit (x86-64 or AMD64), 2+ Cores
* Memory (RAM): 2 GB RAM

+ Hard drive: more than 8GB of space.

* Network card (NIC)

2.1.2 Recommended Server System Requirements
« CPU: Modern AMD or Intel 64-bit based CPU, with at least 4 cores

* Memory: minimum 4 GiB for the OS, filesystem cache and Proxmox Backup Server daemons.
Add at least another GiB per TiB storage space.

+ OS storage:
- 32 GiB, or more, free storage space

- Use a hardware RAID with battery protected write cache (BBU) or a redundant ZFS setup
(ZFS is not compatible with a hardware RAID controller).

* Backup storage:

- Prefer fast storage that delivers high IOPS for random IO workloads; use only enterprise
SSDs for best results.

- If HDDs are used: Using a metadata cache is highly recommended, for example, add a
ZFS special device mirror.

« Redundant Multi-GBit/s network interface cards (NICs)
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2.1.3 Supported Web Browsers for Accessing the Web Interface

To access the server's web-based user interface, we recommend using one of the following
browsers:

+ Firefox, a release from the current year, or the latest Extended Support Release
* Chrome, a release from the current year
* Microsoft's currently supported version of Edge

+ Safari, a release from the current year

2.2 Installation Medium

Proxmox Backup Server can be installed via different methods. The recommended method is the
usage of an installation medium, to simply boot the interactive installer.

2.2.1 Prepare Installation Medium

Download the installer ISO image from https://www.proxmox.com/downloads.

The Proxmox Backup Server installation medium is a hybrid ISO image. It works in two ways:
* An ISO image file ready to burn to a DVD.
* Araw sector (IMG) image file ready to copy to a USB flash drive (USB stick).

Using a USB flash drive to install Proxmox Backup Server is the recommended way since it is the
faster and more frequently available option these days.

2.2.2 Prepare a USB Flash Drive as Installation Medium

The flash drive needs to have at least 2 GB of storage space.

O Note

Do not use UNetbootin. It does not work with the Proxmox Backup Server installation image.

@ Important

Existing data on the USB flash drive will be overwritten. Therefore, make sure that it does not
contain any still needed data and unmount it afterwards again before proceeding.

2.2.3 Instructions for GNU/Linux

On Unix-like operating systems use the dd command to copy the ISO image to the USB flash drive.
First find the correct device name of the USB flash drive (see below). Then run the dd command.
Depending on your environment, you will need to have root privileges to execute dd.

[# dd bs=1M conv=fdatasync if=./proxmox-backup-server *.iso of=/dev/XYZ

© Note

Be sure to replace /dev/XYZ with the correct device name and adapt the input filename (if)
path.
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4* Caution

Be very careful, and do not overwrite the wrong disk!

Find the Correct USB Device Name

There are two ways to find out the name of the USB flash drive. The first one is to compare the last
lines of the dmesg command output before and after plugging in the flash drive. The second way
is to compare the output of the Lsblk command. Open a terminal and run:

(# 1sblk )

Then plug in your USB flash drive and run the command again:

(# 1sblk )

A new device will appear. This is the one you want to use. To be on the extra safe side check if the
reported size matches your USB flash drive.

2.2.4 Instructions for macOS

Open the terminal (query Terminal in Spotlight).

Convert the .1iso file to .dmg format using the convert option of hdiutil, for example:

[# hdiutil convert proxmox-backup-server *.iso -format UDRW -o proxmox-backup-server *.dmg J

O Note

macOS tends to automatically add .dmg to the output file name.

To get the current list of devices run the command:

(# diskutil list )

Now insert the USB flash drive and run this command again to determine which device node has
been assigned to it. (e.g., /dev/diskX).

skut list
[ %s ut%l unmountDisk /dev/diskX }

O Note

replace X with the disk number from the last command.

[# sudo dd if=proxmox-backup-server *.dmg bs=1M of=/dev/rdiskX J

© Note

rdiskX, instead of diskX, in the last command is intended. It will increase the write speed.

2.2. Installation Medium 9
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2.2.5 Instructions for Windows

Using Etcher

Etcher works out of the box. Download Etcher from https://etcher.io. It will guide you through the
process of selecting the ISO and your USB flash drive.

Using Rufus

Rufus is a more lightweight alternative, but you need to use the DD mode to make it work. Down-
load Rufus from https://rufus.ie/. Either install it or use the portable version. Select the destination
drive and the downloaded Proxmox ISO file.

© Important

Once you click Start, you have to click No on the dialog asking to download a different version
of Grub. In the next dialog select DD mode.

2.2.6 Use the Installation Medium

Insert the created USB flash drive (or DVD) into your server. Continue by reading the installer
chapter, which also describes possible boot issues.

2.3 Server Installation

The backup server stores the actual backed up data and provides a web based GUI for various
management tasks such as disk management.

O Note

You always need a backup server. It is not possible to use Proxmox Backup without the server
part.

Using our provided disk image (ISO file) is the recommended installation method, as it includes a
convenient installer, a complete Debian system as well as all necessary packages for the Proxmox
Backup Server.

Once you have created an installation_medium, the booted installer will guide you through the
setup process. It will help you to partition your disks, apply basic settings such as the language,
time zone and network configuration, and finally install all required packages within minutes.

As an alternative to the interactive installer, advanced users may wish to install Proxmox Backup
Server unattended.

With sufficient Debian knowledge, you can also install Proxmox Backup Server on top of Debian
yourself.

While not recommended, Proxmox Backup Server could also be installed on Proxmox VE.

2.3.1 Install Proxmox Backup Server using the Installer

Download the ISO from https://www.proxmox.com/downloads. It includes the following:

+ The Proxmox Backup Server installer, which partitions the local disk(s) with ext4, xfs or ZFS,
and installs the operating system

+ Complete operating system (Debian Linux, 64-bit)
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* Proxmox Linux kernel with ZFS support
+ Complete toolset to administer backups and all necessary resources

* Web-based management interface

O Note
Any existing data on the selected drives will be overwritten during the installation process. The
installer does not add boot menu entries for other operating systems.

Please insert the installation_medium (for example, USB flash drive or DVD) and boot from it.

O Note

You may need to go into your server's firmware settings, to enable booting from your installation
medium (for example, USB) and set the desired boot order. When booting an installer prior to
Proxmox Backup Server version 3.1, Secure Boot needs to be disabled.

Proxmox Backup Server 3.2 (lso release 1) - https:/ uww, proxmox.comns

X PROXMOX

Welcome to Proxmox Backup Server

Install Proxmox Backup Server (Console)
Install Proxmox Backup Server (Terminal UI, Serial Console)

Advanced Options

enter: select, arrow keys: navigate, e: edit entry, esc: hack

After choosing the correct entry (for example, Boot from USB) the Proxmox Backup Server menu
will be displayed, and one of the following options can be selected:

Install Proxmox Backup Server (Graphical)
Starts the normal installation.

TIP: It's possible to use the installation wizard with a keyboard only. Buttons can be clicked by
pressing the ALT key combined with the underlined character from the respective button. For
example, ALT + N to press a Next button.
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Install Proxmox Backup Server (Console)

Starts the terminal-mode installation wizard. It provides the same overall installation experience as
the graphical installer, but has generally better compatibility with very old and very new hardware.

Install Proxmox Backup Server (Terminal Ul, Serial Console)

Starts the terminal-mode installation wizard, additionally setting up the Linux kernel to use the
(first) serial port of the machine for in- and output. This can be used if the machine is completely
headless and only has a serial console available.

TN N
[l s

| <
S N | D B ) A VA NS

1 Proxmox Backup Serwer (3.2-1) Installer |
Target harddisk: < sdevssda (QEMU HARDDISK) (32.060 GiB) >

<Advanced optionss

<Abort> <Previous: HiERel

Both modes use the same code base for the actual installation process to benefit from more than
a decade of bug fixes and ensure feature parity.

TIP: The Console or Terminal Ul option can be used in case the graphical installer does not work
correctly, due to e.g. driver issues. See also nomodeset_kernel_param.

Advanced Options: Install Proxmox Backup Server (Debug Mode)

Starts the installation in debug mode. A console will be opened at several installation steps. This
helps to debug the situation if something goes wrong. To exit a debug console, press CTRL-D. This
option can be used to boot a live system with all basic tools available. You can use it, for example,
to repair a degraded ZFS rpool or fix the Host Bootloader for an existing Proxmox Backup Server
setup.

Advanced Options: Install Proxmox Backup Server (Terminal Ul, Debug Mode)

Same as the graphical debug mode, but preparing the system to run the terminal-based installer
instead.

Advanced Options: Install Proxmox Backup Server (Serial Console Debug Mode)

Same the terminal-based debug mode, but additionally sets up the Linux kernel to use the (first)
serial port of the machine for in- and output.

Advanced Options: Rescue Boot

With this option you can boot an existing installation. It searches all attached hard disks. If it finds
an existing installation, it boots directly into that disk using the Linux kernel from the ISO. This can
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be useful if there are problems with the bootloader (GRUB/systemd-boot) or the BIOS/UEFI is
unable to read the boot block from the disk.

Advanced Options: Test Memory (memtest86+)

Runs memtest86+. This is useful to check if the memory is functional and free of errors. Secure
Boot must be turned off in the UEFI firmware setup utility to run this option.

You normally select Install Proxmox Backup Server (Graphical) to start the installation.

The first step is to read our EULA (End User License Agreement). Following this, you can select the
target hard disk(s) for the installation.

Caution

By default, the whole server is used and all existing data is removed. Make sure there is no
important data on the server before proceeding with the installation.

The Options button lets you select the target file system, which defaults to ext4. The installer uses
LVM if you select ext4 or xfs as a file system, and offers additional options to restrict LVM space
(see below).

X pRD MD Proxmox Backup Server

Proxmox Backup Server (PBS)
- Harddisk options =]
The Proxmox Instal Filesystem | zfs (RAID1) ~ jtallation target
partitions your hard di will be used for the
packages and makes {

N .| Note: ZFS is not compatible with hardware RAID controllers, " .
the hard disk. All existil 000 e documentation. rtitions and data will
will be lost.

Disk Setup Advanced Options
To continue the installg detection
button. ally configures your
K Harddisk 0 | /dev/sda (32.00GiB. QEMU HARDDISK) v
face
Harddisk 1 | /devjsdb (32.00GiB, QEMU HARDDISK) w be done on the
e, via a web browser.
Harddisk 2 = -- do not use -- -
Harddisk 3 | - do not use -- -
Deselect All
OK
TaTger; Z1S (RATD LT | OUpOon
Abort Previous Next

Proxmox Backup Server can also be installed on ZFS. As ZFS offers several software RAID levels,
this is an option for systems that don't have a hardware RAID controller. The target disks must be
selected in the Options dialog. More ZFS specific settings can be changed under Advanced Options.

Warning

ZFS on top of any hardware RAID is not supported and can result in data loss.
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X PRO MD Proxmox Backup Server

Location and Time Zone selection N
The Proxmox Installer automatically makes * Country: The selected country is used to
location-based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files from. Also speed up downloads and make updates
make sure to select the correct time zone and more reliable.

keyboard layout.

* Time Zone: Automatically adjust daylight
Press the Next button to continue the saving time
installation.

* Keyboard Layout: Choose your keyboard

layout.
country [ HEEE
Time zone Europe/Vienna -
Keyboard Layout = German -
Abort Previous Next

The next page asks for basic configuration options like your location, time zone, and keyboard
layout. The location is used to select a nearby download server, in order to increase the speed
of updates. The installer is usually able to auto-detect these settings, so you only need to change
them in rare situations when auto-detection fails, or when you want to use a keyboard layout not
commonly used in your country.

X PRO MD Proxmox Backup Server

Administration Password and Email Address

Proxmox Backup Server is a full-featured, * Password: Please use a strong password.
highly secure system, based on Debian It should be at least 8 characters long, and
GNU/Linux. contain a combination of letters, numbers,

and symbols.
In this step, please provide the root password.
* Email: Enter a valid email address. Your
Proxmox Backup Server will send important
Y alert notifications to this email account (all
emails for 'root').

To continue the installation, press the Next
button.

Password | 90000008

Confirm = oeeeeeee®
Email admin@yuurdumain.tld‘ |

Abort Previous Next

Next the password of the superuser (root) and an email address needs to be specified. The pass-
word must consist of at least 8 characters. It's highly recommended to use a stronger password.
Some guidelines are:
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* Use a minimum password length of at least 12 characters.
* Include lowercase and uppercase alphabetic characters, numbers, and symbols.

+ Avoid character repetition, keyboard patterns, common dictionary words, letter or number
sequences, usernames, relative or pet names, romantic links (current or past), and biograph-
ical information (for example ID numbers, ancestors’ names or dates).

The email address is used to send notifications to the system administrator. For example:
+ Information about available package updates.

* Error messages from periodic cron jobs.

X DRO MD Proxmox Backup Server

Management Network Configuration

Please verify the displayed network + IP address (CIDR): Set the main IP address
configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

interface after installing.
* Gateway: IP address of your gateway or

After you have finished, press the Next button. firewall.
& You will be shown a list of the options that you
chose during the previous steps. * DNS Server: |P address of your DNS server.

Management Interface | @ enp6s19 - de:08:19:f1:¢3:68 (virtio_net) v

Hostname (FQDN) | pbs.yourdomain.tid|

IP Address (CIDR) | 10.0.0.45 ] 24

Gateway = 10.0.0.1

DNS Server | 10.0.0.1

Abort Previous Next

.
All those notification mails will be sent to the specified email address.

The last step is the network configuration. Network interfaces that are UP show a filled circle in
front of their name in the drop down menu. Please note that during installation you can either
specify an IPv4 or IPv6 address, but not both. To configure a dual stack node, add additional IP
addresses after the installation.
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X PROXMO

Proxmox Backup Server

Proxmox Backup Server is production-ready
and saves you money, by reducing the amount
of data stored.

The role-based permission management,
combined with the integration of multiple
external authentication sources provides the
basis for a secure and stable environment.

regarding commercial support subscriptions.

Data Safety & Minimized Storage Consumption

. . . .
Visit www.proxmox.com for more information

Commitment